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1. LIST OF ACRONYMS AND ABBREVIATIONS

Acronym Description

CRIRM Cyber Range, Insurance, and Risk Management
DCE Dissemination, Communication, and Exploitation
DEP Digital Europe Programme

DORA Digital Operational Resilience Act

EU European Union
FOSSA Free and Open-Source Software Auditing

ICT Information and Communication Technology
IEEE Institute of Electrical and Electronics Engineers
iKPI Impact Key Performance Indicator

IT Information Technology

KPI Key Performance Indicator

NIS2 Network and Information Security 2 Directive
OSOR Open-Source Observatory and Repository

0&A Question and Answer

SME Small and Midsize Enterprises

WP Work Package
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4. EXECUTIVE SUMMARY

This document presents a comprehensive overview of the communication and dissemination activities undertaken
within the ERMIS project as part of WP2 during M1and M18. The report outlines the project’'s multi-faceted strategy to
maximise impact through strategic dissemination, targeted stakeholder engagement, and the development of
reusable communication assets. The communication approach is aligned with the overarching project goals and is
built upon four strategic pillars: mission-focus, openness, sustainability, and SME engagement.

The report details the identification of key audiences, channels used, and specific dissemination tools and events
organised to date. Keyaccomplishmentsinclude the development of the ERMIS website, active social media presence,
the release of newsletters and press releases, organisation of Info Days and workshops, and the production of project
communication materials such as brochures and banners.

Monitoring and evaluation processes have been established to assess the effectiveness of these activities and adapt
theminresponse to feedbackand evolving project needs. The ERMIS consortium has alsoinitiated steps towards long-
term sustainability and exploitation of project outcomes through strategic partnerships and outreach. This deliverable
demonstrates the consortium’'s strong commitment to fostering awareness, engagement, and adoption of ERMIS
innovations across Europe.

30/04/2025
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1. INTRODUCTION

1.1. Scope

This deliverable outlines the dissemination and communication efforts of the ERMIS project up to Month 18. It presents
the framework, activities, tools, and monitoring mechanisms employed to promote the project's objectives and
outputs. The document aims to ensure transparency, stakeholder engagement, and optimal visibility of ERMIS’s
contribution to the European cybersecurity and cyber insurance ecosystem. Effective communication and
dissemination are vital to fostering awareness, building trust, and encouraging adoption among diverse stakeholders,
including regulators, SMEs, insurers, academia, and the public.

1.2. Document Structure

The document begins with an outline of the project’s purpose and impact maximisation strategy, followed by a detailed
description of the communication and dissemination strategy, target audiences, and communication channels.
Subsequent sections cover implemented activities, including branding, online presence, events, and publications.
Monitoring and evaluation mechanisms are presented, alongside a summary of KPIs and performance indicators used
to assess the effectiveness of these efforts. The impact KPIs (iKPIs) relevant to the overall project activities are also
detailed separately in Deliverable D6.1. The report concludes with an overview of the monitoring and evaluation
approach used to assess the effectiveness of these efforts, and final reflections on the outcomes achieved and the
road ahead.

30/04/2025
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2. PURPOSE AND OBJECTIVES

The primary purpose of the ERMIS dissemination, communication and exploitation plan is to effectively communicate
and promote the project's results in the field of cybersecurity and cyber insurance. Central to our strategy is the goal
to inform and engage a broad spectrum of stakeholders, from industry experts and academic researchers to
governmental bodies and potential market participants, about the capabilities and innovations developed through
ERMIS.

2.1. ERMIS Impact Maximisation strategy

As already mentioned in D2.1 and subsequently supplemented in more detail, the ERMIS has devised a strategy for
maximising impact based on four core pillars:

@ Pillar 1 - Mission-focused approach: ERMIS is centred on creating a marketplace for SMEs and public

organisations that provides tools, models, and services for ensuring cyber security, as well as offering cyber
insurance on a service basis.
The ERMIS marketplace is designed not just as a repository of tools, but as a functional environment where
SMEs and public entities can discover, adopt, and integrate cybersecurity and cyber insurance services
tailored to their operational needs. Communication activities thus serve the dual function of promoting the
project and facilitating user onboarding into the ecosystem.

@ Pillar 2 - Embracing openness: ERMIS places importance on promoting open science by sharing knowledge
openly and collaborating with other EU funding programs and policies.
ERMIS project actively encourages the free exchange of knowledge and leverages synergies with other EU-
funded initiatives to expand its reach ERMIS positions itself within the wider European research and
innovation community, by participating in knowledge-sharing platforms, scientific publications, and joint
outreach activities. This not only enhances visibility but also fosters cross-project collaboration and aligns
the project with policy developments, such as the Cybersecurity Act, NIS2, and the Digital Services Act.

@ Ppillar 3 - Commitment to sustainability: ERMIS is heavily investing in research and innovation to continually
integrate new knowledge and enhance existing knowledge, ensuring sustainable growth for the technological
advancements to be delivered during the project.

This includes developing high-quality, reusable materials, setting up a strong digital presence, and engaging
stakeholders early to foster trust and commitment. ERMIS lays the groundwork for future uptake through
commercial pathways, open-source access, and integration into broader EU cybersecurity initiatives.

@ Pillar 4 - Engaging SMEs: ERMIS aims to actively involve European SMEs in adopting cybersecurity solutions
that are ready for the market, trainingthem in the use of tool-enabled practices to enhance their cybersecurity
capabilities, and incorporating cyber insurance into their business continuity and cyber resilience strategies.
ERMIS follows this pillar by making dissemination activities accessible, relevant, and actionable for small
businesses .This includes simplified messaging, use of local languages, hands-on events such as webinars
and info days, and showcasing real-life benefits of adopting ERMIS services. Empowering SMEs through
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practical guidance and exposure to cutting-edge cybersecurity solutions is central to the project’s impact
ambitions.

These four pillars collectively shape a coherent and strategic approach to dissemination and communication within
ERMIS. By aligning project outputs with the needs and expectations of diverse stakeholders, and by embedding the
values of openness, usability, and sustainability, the project ensures that its outcomes are more than just
deliverables—they become catalysts for change in Europe’s cybersecurity landscape.

2.2.Objectives

The primary purpose of the ERMIS dissemination, communication and exploitation plan is to effectively communicate
and promote the project's results in the field of cybersecurity and cyber insurance. Central to our strategy is the goal
to inform and engage a broad spectrum of stakeholders, from industry experts and academic researchers to
governmental bodies and potential market participants, about the capabilities and innovations developed through
ERMIS.

The objectives and the key actions implemented or designed concerning our dissemination efforts, include:
Objective 1 Awareness and Education

Description:

To raise awareness about the critical role of cybersecurity insurance in contemporary digital economies and educate
potential users on the benefits and functionalities of the ERMIS Marketplace. This involves elucidating the project's
scope, itsinnovative approach to cybersecurity risk assessment, and the advantages it offers to various stakeholders.

Key Actions:

@® The ERMIS website was launched and is actively maintained, serving as the project’s primary communication
hub, regularly updated with project news, public deliverables, and resources.

@® Three newsletters have been published to date, sharing progress updates, key milestones and partner
activities.

@® The ERMIS team maintains a regular social media presence on LinkedIn and Twitter/X. Posts include new
items, cybersecurity awareness, participation in events and materials to engage both technical and non-
technical audiences.

Objective 2 Community Building and Engagement

Description:

To foster a community of interest around the ERMIS Marketplace by conducting interactive dissemination activities
thatinvite feedback and participation from various sectors, including technology providers, insurance companies, and
regulatory entities. This will ensure that our offerings are finely tuned to market needs and are comprehensible and
accessible to all relevant parties.

Key Actions:

30/04/2025
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@® A dedicated workshop with major insurance companies was held during an ERMIS plenary meeting. The
session focused on understanding insurer needs, exploring cyber insurance integration, and discussing
ERMIS's potential to support underwriting and risk modelling processes.

@® ERMIS participatedinthe DEP UPTAKE joint projects workshop, where the project was presented to a broader
EU cybersecurity community. The session included a 15-minute presentation, a brief Q&A, and laid the
groundwork for potential cross-project collaborations.

Objective 3 Integration of Stakeholder Feedback

Description:

Tointegrate feedback from stakeholders at various stages of the project lifecycle, such as during the development of
the marketplace platform, and at key milestones of implementation. This will help refine our strategies and outputs to
better serve the market's needs.

Key Actions:

® During consortium activities and external interactions, the ERMIS team has gathered valuable stakeholder
feedback—particularly around the potential exploitation and practical application of the ERMIS Marketplace
and its services.

® Feedbackfrom partners and external experts has helped shape the direction of future scientific publications,
particularly those addressing ERMIS's innovation potential, certification mechanisms, and its contribution to
the cybersecurity insurance landscape.

® Discussionsduring the insurer's workshop and reviews provided insight into user expectations and perceived
barriers, which are being considered in refining both the platform design and communication strategy.

Objective 4 Showcasing and Demonstrating Impact

Description:

To demonstrate the practical applications and benefits of ERMIS Marketplace through various formats and channels,
including workshops, seminars, webinars, and publications. This will also include participation in both European and
global events to highlight the project’'s innovative solutions and their impact on the cybersecurity and cyber insurance
sectors.

Key Actions:

@® The ERMIS consortium is preparing to showcase functional mock-ups and user interface screens during the
upcoming project review in June. This will provide a visual walkthrough of the ERMIS Marketplace and its key
features.

@® Two scientific publications are currently under development by project partners. These papers are expected
to target peer-reviewed journals and conferences in the cybersecurity and ICT domains.

Objective 5 Collaboration and Partnership

30/04/2025



DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS é
D2.2: Report on Dissemination / Communication Activities 9 ERMIS

Dissemination level: Public

Description:

To seek and establish collaborations with other relevant EU-funded projects and international initiatives. Such
partnerships will enrich ERMIS's capabilities and expand its reach and effectiveness through shared knowledge and
complementary technologies.

Key Actions:

@® ERMIS has taken initial steps toward collaboration by participating in the DEP UPTAKE joint projects
workshop, where the project was introduced to other EU-funded initiatives, paving the way for future
synergies.

@® The consortium is actively monitoring opportunities for strategic collaboration with related DEP projects,
particularly those focused on cybersecurity, certification, and digital trust.

Objective 6 Sustainable Exploitation

Description:

To ensure that the results of the ERMIS project are exploited beyond the project's duration. This includes developing a
clear plan for the sustainability of the marketplace, potentially through commercialisation strategies or partnerships
with industrial entities.

Key Actions:

® The ERMIS consortium has initiated internal discussions on long-term exploitation scenarios, including
potential commercial pathways and service models that could sustain the platform after the project’s
conclusion.

® Feedback received during project meetings and reviews—particularly related to market positioning and
stakeholder value—has informed the early stages of the exploitation roadmap.

Through these objectives, the ERMIS project aims to not only disseminate its findings but also to achieve significant
adoptionand adaptation of itsinnovative solutions, ensuring alastingimpact on the cybersecurity and cyberinsurance
landscape.

Table 1. Objectives and Key Actions

Objective Key Actions (implemented or designed)

Awareness and Education Website, newsletters, social media

Community Building Events, webinars, direct outreach

Stakeholder Feedback Integration Surveys, co-design, workshops

Showcasing ERMIS Impact Publish success stories, pilot results, videos

Collaboration and Partnerships Liaison with EU-funded projects, standards orgs

Sustainability and Exploitation Create reusable tools, align with market needs, build partnerships

30/04/2025
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3. COMMUNICATION AND DISSEMINATION STRATEGY

The dissemination strategy is designed to effectively engage the target groups identified in Section 3.1. The strategy
leverages multiple communication channels to maximise outreach and ensure that dissemination efforts are
purposeful, coordinated, and aligned with the project’s overarching objectives. Rather than consisting of isolated
activities, dissemination and communication actions are strategically planned to enhance visibility, foster
engagement, and facilitate knowledge transfer among stakeholders. At this stage of the project (Month 18), significant
progress has been made, with several deliverables and key tasks already completed. These achievements have been
actively disseminated through workshops, social media platforms, and other outreach initiatives, ensuring broad
awareness and engagement with both industrial and scientific communities. Moving forward, dissemination efforts
will continue to evolve, incorporating feedback and optimising strategies to maximise the impact of the project's
outcomes.

3.1. Target groups and Audiences

The following Table 2 provides a structured overview of the key stakeholder groups relevant to the implementation
and adoption of cybersecurity assurance, certification, and cyber insurance mechanisms. For each target group, the
table delineates the anticipated benefits, corresponding pathway goals, and projected impacts. This classification
serves to ensure that the initiative addresses the specific needs and expectations of both primary and secondary
stakeholders, while also supporting the development of evidence-based strategies that contribute to regulatory
compliance, innovation, and broader societal resilience.

Table 2. Target Group Adoption of ERMIS Outcomes

Target Group Expected Benefits Pathway Goal Impact
Cyber Insurance | Automated or semi- automated Testing and evaluation of A novel tool-supported
Companies security certification and risk insurance policies that are | framework for cyber
(primary) assessment. Reduce the based on evidence-based insurance services, for
information asymmetry between risk assessment and personalised insurance
insurers and clients analysisinreal world policies, based on
scenarios. customer profile and risk
exposure
SMEs (primary) | Availability of tools, services and Pilots"evaluation and Strengtheninginnovation,
processes for cyber security demonstration, Impact risk mitigation and
assurance, certification and cyber | assessment and analysis business continuity
insurance
Security Agile certification scheme; Self-assessing capabilities; | Strengtheninginnovation;
services/tools | Optimise security Challenges: continuous monitoring; Certification under multi-
Providers certify tools/models/processes assess effectiveness of assurance levels,
(primary) controls validated insurance
policies
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Target Group

Expected Benefits

Pathway Goal

Impact

Industry
Associations

Regqulation compliance; broad
access to useful insights and tools

Pilots"evaluation and
demonstration, Impact
analysis

Efficient testing of end
products; Mitigation
action planning; Cost-
effective certification
methods and insurance
policies

Scientific
Community

Validated methods, tools, models
and reference architecture

Diffuse knowledge through
publications, scientific
events etc.

New domain knowledge,
increased capacity for
new research

Open-source
communities

Validation of security assurance of
open-source components

Encouraging community
participation and infusion
of cyber security in open-
source solutions

Enhanced inclusion of
opensource solutionsin
cyberinsurance policies
and improvement of their
security posture

Conformity
Assessment
Bodies

Certification models that
incorporate risk management and
cyber insurance of cyber systems

Demonstration of validated
and harmonised
certification services and
models that combine
certification, risk
management and cyber
insurance

New model driven
certification framework
for testing and monitoring
different types of
evidence.

Policy Makers

Better insights into policy

Report actionable

Definition of future

Associations &
General Public

tools and processes

awareness through
communication strategy

(primary) deficiencies and gaps; availability | knowledge research and EU
of conformity- related information innovation directions
Consumer Secured and certified services, Increase general Increased awareness

about security assurance,
certification and cyber
insurance valuein
consumed services

3.2. Communication Channels

A set of communication channels has been established to disseminate the ERMIS project's message and important
information around it in order to achieve an effective communication and ensure that key findings and results reach
the stakeholders and the wider community. These channels include traditional media, such as press releases,
newsletters and promotional material, like flyers/brochures and e-brochures, which are designed to inform and raise
awareness among the target audiences. In addition, online publications and articles provide in-depth information on
project developments and findings. Digital marketing platforms, including the project website and social media,
further expand the project's visibility and promote ongoing interaction with the community. Finally, events and
workshops offer opportunities for direct engagement, knowledge sharing and collaboration with stakeholders. A
detailed analysis of each communication channel and its implementation strategy is presented in the following

sections.
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4. COMMUNICATION AND DISSEMINATION ACTIVITIES

4.1. ERMIS Brand guide
4.1.1. ERMISLOGO

The final version of the ERMIS logo that all partners agreed to is shown below.

9 ERMIS

4.1.2. ERMIS COLOURS

The final dominant colour codes for the ERMIS project depending on the background that all partners agreed to, are
shown below.

#5D6771 #OF3877 #A7CAE7 #FFFFFF

4.1.3. DEVELOPMENT OF PROJECT TEMPLATES

To ensure consistency and clarity with the project standards, a comprehensive set of templates has been developed
in alignment with the operational and reporting needs of the ERMIS project. These templates serve as standardised
tools to support effective communication, documentation and coordination between all project partners. Specifically,
templates have been designed for official project deliverables, PowerPoint presentations, financial reports, meeting
agendas, and minutes of weekly coordination meetings. The adoption of these templates facilitates streamlined
collaboration, improves the quality and uniformity of outputs and supports the overall management and traceability of
project activities.

4.2.The funding information

30/04/2025
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In accordance with the provisions outlined in the Grant Agreement, all communication activities related to the ERMIS
project, including electronic communications and social media engagements, as well as any infrastructure,
equipment, or significant outcomes financed by the grant, must adhere to the following requirements:

Table 3. Funding Requirements

A) prominently feature the EU Co-funded by ! U' 'ECCCm
and ECCC emblem the European Union U e st

E

B) contain the following | Website: This project has received funding from the European Union’s Horizon
statement Europe Research and Innovation program under Grant Agreement No 101128013.
The website reflects only the view of the author(s) and the Commission is not
responsible for any use that may be made of the information it contains.

Newsletter(s):

Short version(up to 2 pages): This project has received funding from the
European Union's Horizon 2020 Research and Innovation program under
grant agreement No 101128013.

Rich version: Funded by the European Union (Grant Agreement No
101128013, ERMIS Project). The views and opinions expressed are
however solely those of the author(s) and do not necessarily reflect
those of the European Union or the Health and Digital Executive Agency.
Neither the European Union nor the granting authority can be held
responsible for them.

Promotional videos: This project has received funding from the European Union’s
Horizon 2020 Research and Innovation program under grant agreement No
101128013.

For infrastructure, equipment, and major results: This
[infrastructure]lequipment ] type of result]isa component of ERMIS project that
has been sponsored by the European Union’s Horizon 2020 Research and
Innovation program under grant agreement No 101128013.

4.3. ERMIS Website

The official ERMIS project website (https://dep-ermis.eu) serves as a central communication and dissemination
platform, offering comprehensive and up-to-date information on all aspects of the initiative. It provides an overview
of the project's vision, objectives, and strategic goals, while also highlighting its relevance within the broader context
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of cybersecurity assurance, certification, and cyber insurance under the Digital Europe Programme. In addition to core
project information, the website features reqularly updated news items and press releases that communicate the
latest developments, milestones, and outcomes, including plenary meetings, workshops, and other key events.

To enhance stakeholder engagement and transparency, the website also hosts newsletters and e-brochures that
provide in-depth coverage of project activities, achievements, and opportunities for collaboration. A dedicated
section presents detailed information on project deliverables, ensuring public access to key outputs and results.
Furthermore, the website includes a comprehensive description of the project consortium, offering insights into the
roles and expertise of each participating organisation. Collectively, these components support the ERMIS project's
objectives for visibility, outreach, and impact across the European cybersecurity ecosystem.

A detailed analysis of each workshop, brochures, newsletters and events organised by ERMIS is presented in the
following sections.

@ ERM I S Home About v News & Media v Deliverables Contact Us

~ Cybersecurity Assurance & Insurance Marketplace

The ERMIS marketplace platform will support the adoption and deployment of market-ready
innovative cybersecurity solutions.

Our Vision

ERMIS project aims to deliver cyber security assurance and
insurance as-a-service, by integrating mechanisms, services,
and tools in an innovative marketplace platform.

A prominent trend in the adoption of modern cyber security
practices has been noticed in several industrial sectors,
which is tightly coupled with regular auditing tasks, for
assessing the cybersecurity preparedness of the
organisations in these sectors, and effective cyber insurance
approaches, towards enhanced risk mitigation and more
robust cyber resilience.

Oymamic Security
Cerstication
tnserce \ }
/v
[ Mansgemen
[ ERMIS
— Cybersecurity Assurance

& Insurance Marketplace
@ ERMIS

The ERMIS marketplace will govern and operate the support
and execution of the relevant cyber security assurance
processes to assist the stakeholders in a seamless and
transparent employment of technology-oriented and
interconnected cyber risk assessment, security certification,
and cyber insurance operations.

Figure 1. ERMIS “Home Screen Upper top”
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Our Goals

« Support the adoption of mark dy b solutions, including
solutions developed in the fi rk of EU d research and i i
projects.

* Provide and deploy up to date tools and services to organisations (in particular
SMEs) to prepare, protect and respond to cybersecurity threats.

* Improve the security of operrsource solutions.

Leam About Our

Industry Challenges and Market Needs

Changing Threat Third-Party
Landscape Cybersecurity Risks
Sovereign Threats [~ - ) @) Cyber Insurance
Key takeaways - \.
Cybersecurity Trends =

A\

Increasing Disclosure B
9 Risk Management

News and Updates

Stay informed and connected by subscribing 1o our updstes

Co-funded by U ECCCm E
the European Union @

The project received funding under Grant Agreement No 101128013, and is supported by the European Cybersecurity Competence Centre

Corwrinht @ 205 NFP - FRMIS | Prowered by FRMIS 811 rinhts. srerrved

Figure 2. ERMIS “Home Screen Bottom”

4.4.Social Media

ERMIS strategically utilises social media to amplify scientific and political awareness, ensuring broad outreach and

engagement. To maximise impact, the project employs four primary platforms:

4.4.1. LINKEDIN

The LinkedIn page (DEP-ERMIS), managed by ZELUS, provides a more detailed space for professional engagement. In

this platform, ERMIS shares in-depth insights into research developments, major findings, and collaborations. As the
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project advances, LinkedIn activity expands, featuring more frequent updates on scientific breakthroughs,
participation in key events, and consortium-organised initiatives. The platform fosters discussions, strengthens
professional connections, and enhances visibility among industry stakeholders, funding bodies, and researchers.

@ ERMIS

DEP-ERMIS

Cybersecurity Market assurance and Insurance-as-a-Service
Technology, Information and Internet - 72 followers - 11-50 employees

' Elli follows this page
+ Fotow ©

Home About Posts Jobs People

NS . = 14 . N / N\
m ’_ Images ) ( Videos ) (| Articles ) ( Documents |

@ Sort by: Top v

DEP-ERMIS + Follow

DEP-ERMIS @ 72 followers
®

17h -

72 followers . L.
Final Call: CRIRM 2025 Paper Submissions Close Soon!

The April 14, 2025 deadline is fast approaching—don’t miss your chance to share

your research at the CRIRM 2025 Workshop! ...more
See a collection of active or

past ads by DEP-ERMIS.

View ad library ‘ IEEE CSR Conference - IEEE International Conference
on Cyber Security and Resilience
ieee-csr.org

o3 1 repost

A Like & Comment ) Repost <7 Send

Figure 3. ERMIS LinkedIn account

4.4 2. TWITTER/X

The official X account (@DEP_ERMIS), also managed by ZELUS, serves as a rapid communication channel for sharing
technical achievements, project milestones, and participation inindustry events such as conferences and exhibitions.
Consortium-led initiatives, publications, and collaborations are also highlighted. As ERMIS progresses, the frequency
of updates increases, reflecting ongoing advancements and ensuring continuous engagement with the research

20
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community, policymakers, and industry leaders. Project partners play an active rolein contributing content to maintain

asteady stream of relevant information, often linking to additional resources for further insights.

@ ERMIS

Edit profile

DEP-ERMIS

Cybersecurity Market assurance and Insurance-as-a-Service
dep-ermis.eu

3F

Posts

DEP-ERMIS @DE [ Promote
Call for Contributions: Deadline April 14, 2025!

Be part of CRIRM 2025 Workshop and help advance cyber resilience with
ERMIS & CyberUnity.

Your insights can shape the future—don’t miss out!

& Submit now: ieee-csr.org

#cyberresilience #CRIRM #DEP ERMIS #cyberunity

Figure 4. ERMIS Twitter/X account

4.4.3.YOUTUBE

30/04/2025
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The ERMIS YouTube channel was created early in the project but has not yet been utilised since its aim is to
accommodate for sharing marketplace-related infographic and guidance videos, including technical demonstrations.
As the project implementation advances, video content will play a crucial role in making marketplace usage concepts
more accessible, engaging a broader audience, and fostering interaction with stakeholders.

¥ YouTube ™

Dep-ERMIS

@Dep-ERMISproject - 3 subscribers

Shorts

Subscriptions More about this channel ...more

Figure 5. ERMIS YouTube account

4.4.4 RESEARCH GATE / ZENODO

The ERMIS Zenodo community was established to support the dissemination of project results. It will host
publications, reports, datasets, and other relevant outputs throughout the project’s lifecycle. The first report, entitled
“Cyber Insurance Application Guide” has already been published, marking the beginning of our effort to make ERMIS
outcomes widely accessible to the research and innovation community. Expected publications and public deliverables
will be also uploaded in the Zenodo account.
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CYBER INSURANCE APPLICATION GUIDE

Karavias Underwriting Agency (Editor) ads

Cyber threats continue to evolve in both complexity and impact, affecting f all si; . To effectively yber risk, insurers require a
comprehensive understanding of the applicants’ business structure, data handling practices, security controls, historical incidents, and preparedness for potential cyber
events.

The information requested in the Cyber Insurance Application form is essential for insurers to accurately assess the applicant’s cyber risk exposure, determine the appropriate
scope of coverage and ensure the policy is tailored to the specific operational, technical, and regulatory context of an organization.

Each section of the application form is designed to capture relevant and actionable information that supports a thorough risk assessment and promotes transparency between
the insured and the insurer. The ultimate goal is to clarity the importance of each data point, ensure understanding for the applicant, and demonstrate how this information
contributes to fair and accurate underwiiting decisions.

This document provides a justification analysis, explaining the rationale behind each section of the Cyber Insurance Application Form.
Files

Cyber Insurance Application Analysis.pdf >

< 1 o1 | > — AuomaticZoom v ol

Co-funded by 'LUJ" ECCCm
the European Union l\)

DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS
Grant Agreement number: 101128013

@ ERMIS
CYBER INSURANCE APPLICATION GUIDE

A BRIEF ANALYSIS FOR THE RATIONALE OF
THE MAIN REQUESTED INFORMATION

Figure 6. ERMIS Zenodo first publication

4.5. Communication Material
4.5.1. E-BROCHURE

The brochures serve as a concise, yet comprehensive communication tool designed to highlight the core objectives,
strategic components, and key stakeholders involved in the initiative. Developed for dissemination to a broad
audience, including policy makers, industry representatives, SMEs, and the research community. Visually supported
by a graphical representation of the ERMIS framework, the brochure illustrates six interrelated focus areas of the
cybersecurity assurance and insurance marketplace: Dynamic Security Certification, Risk-aware Cyber Insurance,
Improvement of Cybersecurity Capabilities, Trainingand Cyber Range, Deployment of Assurance Tools, and Evidence-
based Risk Management. The brochure also introduces the project consortium, showcasing the collaborative nature
of the initiative. As a key communication asset, the brochure is instrumental in raising awareness, enhancing
stakeholder understanding, and promoting the ERMIS vision throughout the European cybersecurity landscape.
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@ ERMIS e

Cybersecurity Assurance & Insurance
Marketplace

The ERMIS marketplace platform will support the adoption and deployment of
market-ready innovative cybersecurity solutions,

OBJECTIVES

e Design, implement and deliver a TRL-7 and
highly usable cybersecurity, certification and
cyber insurance management marketplace

e Deliver market-ready tools for increasing the
resilience and preparedness of SMEs against
cyber threats

r—

ERMIS
ity

l & Insurance Marketplace _

Cyb

e Deliver market-ready tools, processes and \ 3 H
models for the agile and verifiable certification Deployment \\ \grmls Improvement of
of cyber systems, ensuring the conformity Cybersecurity Cybersecurity
Assurance Tools Capabilities

assessment and validation

e Deliver market-ready tools, processes and Training and
models for the agile and verifiable Cyber Range
certification of cyber systems, ensuring the
conformity assessment and validation

* Validate the ERMIS offerings in real world environments and business cases for improving
cybersecurity assurance capabilities in the EU and enhancing cyber insurance management

* Raise awareness on the innovative ERMIS results to business, research, academic, and open-

source communities in the EU and empower their skills in addressing ongoing cybersecurity
challenges.

PROJECT TEAM

Dolus Fsphynx T Nodalpoint Kaavias

Insuretics

and is supp by the =

The project received funding under Grant Ag No
Competence Centre

@https://dep-ermis.eu/ einfo@dep-ermis.eu in! DEP-ERMIS #DEP_ERMIS

Figure 7. ERMIS e-Brochure

4.5.2.PROJECT PRESENTATION

The ERMIS project is formally presented through a presentation which is delivered by the project coordinator. So far it
was presented during the UPTAKE event on September 19t",2024, the first ERMIS Info Day, held on December 13, 2024
in Cyprus as well as the Insurance companies workshop organised in Athens on February 18'™, 2025. This presentation
provided an in-depth overview of the project, outlining its primary objectives, its ambitions and the strategic goals. In
addition to these foundational elements, the presentation offered a thorough analysis of the project's overarching
vision, proposed architecture, implementation framework, and detailed work plan. It also addressed the anticipated
outcomes and the role of the ERMIS platform of the cybersecurity insurance and assurance services marketplace (see
Annex 2 for details).

4.5.3.PROJECT BANNER
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The ERMIS project's official promotional banner, shown below, is intended to graphically represent the project's
primary vision and strategic goals. The banner clearly reflects the initiative's primary goal: to provide cybersecurity
assurance and insurance as a service through the creation and deployment of an innovative, market-ready
marketplace platform. The banner highlights six important subject elements that underpin the project: dynamic
security certification, risk-aware cyber insurance, improvement of cybersecurity capabilities, deployment of
cybersecurity assurance tools, training and cyber range, and evidence-based risk management. These pillars
demonstrate ERMIS' commitment to integrate innovative technologies, services, and processes to improve
cybersecurity resilience throughout Europe. The banner, with its obvious visuals and brief form wording, is an
important outreach asset for use at conferences, seminars, other dissemination events, emphasising the project's
identity and aims.

25
30/04/2025



Dissemination level: Public

DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS
D2.2: Report on Dissemination / Communication Activities

@ ERMIS

30/04/2025

© ERMIS

Cybersecurity
Assurance & Insurance
Marketplace

THE ERMIS
MARKETPLACE
PLATFORM WILL
SUPPORT THE
ADOPTION AND
DEPLOYMENT OF
MARKET-READY EE\N 'Y s
INNOVATIVE ¢ i
CYBERSECURITY
SOLUTIONS.

OUR GOALS

ERMIS project aims to deliver cyber security
assurance and insurance as-a-service, by integrating
mechanisms, services, and tools in an innovative

marketplace platform.
0y
D © E
e

Dynamic Security Risk-aware Improvement of
Certification Cyber Insurance Cybersecurity
Capabilities

© O

e Training and Evidence - based
Cybersecurity Cyber Range Risk Management
Assurance Tools

Co-funded by @ ECCCm

the European Union

: Project Team
‘ Z@’US j%m' Insj;;ics karavias
Figure 8. ERMIS Zenodo first publication
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@ ERMIS

4.6.Newsletters and Press Releases

As part of the project's Dissemination and Communication strategy, three newsletters have been released to date,
providing stakeholders with key insights into ERMIS developments, industry trends, and project milestones. These
newsletters serve as a vital communication tool, ensuring ongoing engagement with the project's audience.

@ Issue#1- April 2024: The inaugural edition introduced the ERMIS project, outlining its objectives, scope, and
anticipated impact. It provided readers with an insightful overview of the initiative and set the foundation for

future updates.

Cyberinsurance market trends 1

Pilot Business Scenarios

mlmuwmmmm

ERMIS e

armis

Global Cyber Insurance

Vabuc in USD

_LVber insurance Market Trends

140

| I
o as
. |

2021 2023

ERMIS  (CybERsecurity ~ Market
assurance and

Newsletter

April 2024 - Issue Nol

®  Supports security testing

is 2 European Union project under the
DIGITAL-£CCC-2022-CYBER-03  work
programme, launched in November
2023 (GA 101128013). ERMIS has a 3-
year duration and aims at developing
of a cyber security assurance and
insurance as-a-service, by integrating
mechanisms, services, and tools in an

analysis code scanning  tools,
penetration testing tools and
wuinerability analysis too's;

® Wil deliver software
components, services, and tools for
the monitoring and analysis of
security incidents, the investigation
of cybersecurity threats and the

The ERMIS mavkﬂp!xr aims to
support the adoption of innovative
cybersecurity solutions by providing

end-to-end support for cyber risk

incident response
strategies and  cyber  threat
intelligence information;

® Wil support  various
stakeholders’  groups  and

and
cyber insurance processes. It aims to
strengthen cybersecurity capabilities
for EU SMEs and public organizations,
while also empowering the cyber
insurance market to assess the
potential of the European digital
ecosystem to eliminate the impact of
security incidents and  improve
business continuity  strategies. In
particular, the ERMIS marketplace:
®  integrates  tools for
supporting the implementation of
cybersecurity protection services,
with the aim to collect and analyse
operational evidence, using ML
algorithms;
- Hosts services and tools for
providing auditing on cybersecurity
resilience of open-source projects
and libraries and other software
components through  risk-aware
security certification mechanisms;

by providing cyber
ranges and training for experts in the
use of mechanisms and tools for
improving cybersecurity capabilities
and enhancing cyber resilience
towards more accurate management
of cyber insurance policies.

Goals

- Deliver  Cyber  security
Assurance and Insurance  as-a-
Service in an innovative marketplace
platform;

®  integrate  and  deploy
mechanisms, services, and tools
from partners portfolios;

- Offer end-to-end support for
cyber risk assessment, security
certification, and cyber insurance;

. Promote  adoption  and
deployment  of  market-ready
cybersecurity solutions.

The increasing number of cyber-attacks and data leaksis the leading factor driving the growth of the cybersecurty and cyber

(

vulnerabilities are Ihe major loss drivers in cyber insurance.
Global cyber insurance market was valued at 14bn USD in 2023 a nearly 50% increase compared to 2021 totaling 9,4 bn USD,
and almost triple the last five years, driven by the strong commitment of reinsurers and the recent interest in cyber risks
shown by the capital markets. The insurance gap remains the main concern of the insurers, highlighting the imperative of
achleving greater insurance penetration for cyber risks in a dynamic digital landscape and ensuring that insurance coverage is
both adequate and provided on a sustainable basis.

(source: Munich RE, Cyber Insurance: Risks ond Trends 2024, 04.04.2024)

& BCC), data breaches and supply chain

Pagel

Pilot Business Scenarios

Through the ERMIS project, the marketplace will implement
cyber security assurance and certification mechanisms that
will be made available to multiple stakeholders’ groups.
These will be ranging from cybersecurity experts and
analysts, being responsible for intemal and/or external
auditing of the applied measures in a cyber environment, to
cyber insurance policy facilftators and decision makers
seeking for certified, flexible and intuitive ICT-enabled
solutions to assess the cyber insurance risks related to the
relevant

Pilot 2

In this pilot, an ICT SME, which develops and deploys IT
software for the heakthcare domain by providing qualitative
ools and P

in the wider context of predictive, individualized, preventive
and participatory medicine. Such solutions are deployed to
various health service providers (including hospitals, primary
care centres, regional health authorities) and they process and
manage sensitive data, which poses strict security and privacy

cyber insurance policies in a more accurate manner. To this
end, ERMIS will be validated in two realistic business cases:
Pilot 1

ERMIS employs Innovative SMEs in the technology field that
will benefit from the marketplace capabilities by providing
improved cybersecurity services for their products and their
customers. In the light of the new EU NIS2 directive and the
Cyber Security and Resilience Acts, and to respond to
customer requests for an integrated and end-to-end security
solution for their business services, such SMEs can register
into the ERMIS Marketplace to validate the security and
privacy properties of their cybersecurity solutions. They will
be also able to certify the adopted security mechanisms to
monitor and analyse the security incidents of their
customers, towards reaching better and more affordable
insurance policies.

Through ERMIS, the participating SMEs will be able to
maintain a trusted profile of a security solution provider in
the European market and enhance the cybersecurity
capabilities of the product portfolio and the relevant skils of
the staff to address the cyber security challenges of the
customers and deliver reliable and certified security
assurance services. To this end, KAR and relevant cyber
insurance agencies can develop more appropriate and less
costly insurance policies for these SMEs and relax the
(technological and economic) barriers for these
organisations to build and maintain their certified security
profile towards enhanced cyber resilience.

Contact us

The relevant ICT SME should, then, seek to
establish cyber insurance contracts that will safeguard key
security, privacy and dependabilty requirements for their e-
health providers. The latter include the preservation of
privacy, confidentiality and integrity of medical records in
transit and atstorage, the preservation of privacy,
and integrity of ipti data
intransit and
of the e-heaith platform availability.
A cyber insurance agency that has ICT SME as customers for
issuing insurance contracts on their digital solutions when
s
such, the agency requires to have a continuous understanding.
and assessment of the security maturity for the products of
these SMES to be able to specify the cyber insurance policies
in an accurate and reliable way.
In that respect, this agency will register into the ERMIS
i to:

i v icies th

for the digital infrastructure of NDP and other SMEs that

are engaged in ERMIS, subject to terative risk assessment

and security certfication activities for the deployed and

running products of these SMEs, and

i) continuously collect and analyse evidence from the
operational environment of these running products and
adapt the cyber insurance policies, based on the current
risk exposure of the ICT SME's products and the related
analysis of the observed threats.

Project Coordinator: Zelus, General inquiries: info@dep-ermis.eu

m www linkedin com

@ ERMIS oty T ECCC e
the European Union ()

‘hitps://dep-ermis.eu/ . -ncv_uws

Disclaimer
jon. Vi necessarily

reflect those of the European Union of the European Cybersecurity Competence Centre. Nether the European Union nor the
European ) can be held respon
The project is Ministry of Digi of Hellenic Republic and the National Cybersecurity Authority

and is aligned with the Hellenic Cyber Security Stratexy.

ZZIUS T%mu Insjr}e\lics i W‘

Page2

Figure 9. Newsletter Issue #1

@ Issue #2 - November 2024: This edition focused on key industry topics, including static and dynamic cyber
insurance policies, emerging trends in cyber solutions and security services, and an overview of the NIS2
Directive. Additionally, it featured anannouncement regarding the first ERMIS plenary meeting, heldin Cyprus.
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In this Issue
The NIS2 Directive 1
Cyber Solutions and Security
Services Trends 2
Static and dynamic cyber
insurance policies 2
Plenary Meetings 2
Pillars of

NIS 2 DIRECTIVE

On Sept 18th, the Ministry of Digital
Govemance presented the NIS2 Directive to
our consortium partners! Below are some

key insights on new cybersecurity
regulations and the future of digital security
in the EUw d.

The NIS 2 Directive enters our lives

It is_several years since October has
been pronounced as the chosen month
dedicated to Cyber Security. This year,
however, there is a solid cause and a
distinguished circumstance for this:
October the 18th was the set day for
Member States to transpose the Directive
2022/2555 (Directive on measures for
high common level of cybersecurity
across the Union - NIS2) into their

national law and apply necessary
measures to be compliant to the
provisioned  cybersecurity  rules,

including supervisory and enforcement
measures. In recent months, the entire
cyber security ecosystem is engaged in
an unprecedented race to ensure timely
and effective preparedness. This article
attempts a brief overview of the
upcoming landscape.

Of all the European Acts and laws, the
NIS2 is the most iconic one. Its main
objective is to achieve a high common
level of cybersecurity across the
European Union. To ensure this, the NIS2
is based on three pillars: Firstly,
Member States have to deploy national
capabilities.  This includes  the
development of a national cyber security
strategy, the appointment of national
competent authorities to oversee its

Newsletter

November 2024 - Issue No2

Database, a cross-border entities’
Registry and the annual EU
cybersecurity status Report. The
abovementioned collaboration covers
mainly the areas of strategic
information exchange and
cross-border incident response on
both technical and operational level.
Third, the entities within the scope of
NIS2 must ensure responsibility of
their management bodies when it
comes to cybersecurity practices and

Cyber Solutions and Security Services Trends

Cyber solutions & Securiy Sevices Revenue
-
M v“I“ I | I I I |
e

The revenue from cyber solutions and security sen
been steadi
in the coming years, as reflected in the recent Statista Market
Insights, Jun24.1n 2016, the combined revenue of these services
was $83.32 billion, with significant growth in both cyber
solutions and security services over the years. By 2024, the
total revenue is expected to reach $202.99 billion, with
projections showing further increases to $255.70 billion by
2028 and $271.90 billion by 2030. This growth highlights the
escalating demand for cybersecurity services, likely driven by
the rise in global cyber threats and the increased focus on
digital resilience in response to geopolitical factors. As cyber
threats continue to evolve, the market for cyber solutions and
security services is setto expand, underscoringthe critical role
these services play in safeguarding digital infrastructures
worldwide.

By Mary Tasouli, INS
(Data source: Statista Market Insights, Cybersecurity: market data
& analysis, Jun24)

law bodies
approve the adequacy of the
: o 7 - -
cyerseoity riskmanagement Static and dynamic cyber insurance policies
measures taken by the entity, el e e
supervise their implementation and As the cyber insurance market continues to mature, | This platform supports the adoption of cybersecurity and
are for on between insurers, technology providers and | marketready insurance solutions by integrating risk
policyholders will be vital. The rapid pace of security and policy

non-compliance. In this context, they
follow relevant trainings and offer
their employees trainings on a
regular basis.

Moreover, the compliance of specific
requirements  includes  detailed
risk-management measures, such as
the accomplishment of cyber risk
assessments, the mitigation of risks
through appropriate  security
measures and the maintenance of
specific time constraints for incident
reporting. Specifically, in case of a
significant cyber incident, the NIS2

case of non- compliance the
establishment of a national cyber
security incident response team to

assist entities with incident response,
the implementation of a national
vulnerability disclosure policy and the
deployment of a cyber crisis
management framework.

Secondly, the NIS2  highlights
international cooperation using well
established or emerging schemes and
mechanisms such as the NIS
Cooperation Group, the CSIRTs Network,
the Cyber Crisis Liaison Organization
Network, the shared EU Vulnerability

the entity with y-F

hours to issue an early warning
seventy-two hours for the incident
notification and one month for the
final report.
There is a wide feeling among the
cybersecurity stakeholders that in
this case the European Union has
done well, especially considering the
multdisciplinary and  multilevel
nature of cybersecurity and the need
for organized posture in each one of
these levels. It remains to be seen
how the new member of European
legislation will take ts first steps..

By Georgios Kittes, MDG

Page 1

change means that static annual policy renewals may soon
become obsolete and be replaced by innovative dynamic,
data-driven risk transfer insurance solutions that adapt in
real-ime to a changing threat landscape. Ermis's
innovation is about a market platform that offers
cybersecurity assuranceand insuranceas a service.

tools. ERMIS aims to offer both static and dynamic cyber
insurance processes. The inclusion of mechanisms for
dynamic risk assessment and security certfication, which
provide real-time information on organisations cyber
systems’ risk exposure.

By Di

itra Smyrli, INS

1* Plenary Meeting

The 1% plenary meeting took place in Nicosia, Cyprus on September 26-277, 2024. We brought together all participating
companies to review progress and align key project goals. We had discussions centred on the progress of all Work

Packages (WPs) and planning the next steps.

Contact | Project Coordinator: Zelus, General inquiries: info@dep-ermis.eu

© ERMIS

httpy/dep-ermis.eu/

HDEP-ERMIS
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Disclaimer

This project has received funding from the European Union's Horizon 2020 Research and Innovation program under grant

agreement No 101128013,

The project is supported by the Ministry of Digital Governance of Hellenic Republic and the National Cybersecurity
Authority and is aligned ith the Hellenic Cyber Security Strategy.
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Figure 10. Newsletter Issue #2

@ Issue #3 - March 2025: The latest issue highlighted significant project activities, including insights from the
Cyber Insurance Workshop and discussions on cyber insurance from an SME client’s perspective. It also
covered regulatory updates, such as the Digital Operational Resilience Act(DORA), and provided a recap of the
second ERMIS plenary meeting in Athens.
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In this Issue

The DORA Regulation 1
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The recently enacted Regulation 2022/2554,
also known as the Digital Operational
Resilience Act (DORA), aims to bolster the
digital operational resilience of financial
institutions across the European Union,
ensuring they can withstand, respond to and
recover from (CT-related disruptions and
threats.

DORA entered into force on January 16,
2023.  Throughout 2024, financial
institutions and ICT third-party service
providers asked to prepare and implement
the required frameworks and processes. Full
compliance with DORA is mandatory by mid-
January 2025.

The DORA Regulation:

Requirements: Financial ~institutions are
required to establish comprehensive ICT risk
management frameworks. These frameworks
should include  governance, protection,
detection, response, and recovery measures.
Institutions must detect, manage, and report
ICT-related incidents, with major incidents
being reported to competent authorities to
ensure timely and effective responses.

Institutions must manage risks associated with
ICT third-party service providers. Contracts
with third-party providers must include
specific provisions for security, data
protection and termination rights. An
oversight framework is established for critical
ICT third-party service providers, with the
designation of critical providers and the role of
the Lead Overseer to ensure compliance.
Furthermore, financial  institutions ~ are
encouraged to share cyber threat information
and intelligence within trusted communities.

Competent authorities, such as the European
Banking Authority, the European Securities
and Markets Authority and the European
Insurance  and  Occupational  Pensions
Authority will regularly monitor financial
institutions  and ICT  third-party ~service
providers to ensure compliance with DORA.
This includes conducting on-site and off-site
Inspections. Authorities have the power to
impose penalties for breaches

Aim:
digital resilience by establishing robust
frameworks to manage ICT risks and ensure
the continuity of financial services. It aims to

of DORA including fines, orders to cease non-
compliant conduct and public notices. They
can also require financal nsitutons o take

harmonize ICT risk by creating

uniform requirements across the EU. for
managing ICT risks in the financial sector.
Additionally, DORA seeks to strengthen
incident response by improving the
detection, management, and reporting of
ICT-related incidents.

Cullahovanun oe(ween national and EU
bodies, such as the ESAs and the ECB will
ensure consistent enforcement.

2nd Plenary Meeting

Newsletter
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Enhancing Digital Operational Resilience in the Financial Sector

£
e

Impact: The coexistence of NIS2 and
DORA is described in both regulations.
NIS2 (Directive on Security of Network
and Information ~Systems) aims at
enhancing the security of network and
information systems across the European
Union. It provides a broad cybersecurity
framework for essential and important
sectors while DORA ensures_ financial

Cyber Insurance Workshop

of our workshop, held on February 18", 2025. Particlpants had the opportunity to
learn about the latest developments in cyber insurance, as well as to g P

Cyber Insurance — A Client SME’s Perspective

In an era where cyber threats continue to escalate, Small and Medium-sized Enterprises (SMEs) are
increasingly recognizing the importance of Cyber insurance as a tool for risk mitigation. However,
1ging, as European Union regulat

and and insurance coverage. Several regulations
Comeiis force and may ease SMEs seeking Cyber insurance.

this direction, affecting
SMEs in the EU. Companies that handle personal data must ensure compliance with stringent security

and reporting requirements. A data breach can result in severe financial penalties (up to €20 million or 4% of global turnover), making
cyber insurance an attractive safeguard. Many insurers assess an SME's GOPR compliance when determining coverage and premiums,
ing for robust

2(NIS2), already in effect si 2024, expand: beyond

large organizations to include key SMEs in critical sectors such as healthcare, finance, ind mgnax infrastructure. SMES falling within its

scope must implement risk practices, conduct regular reporting.

may lead to financial penaltes (Critca entites:up to €10 millon or 2% oftotal wurldwldz znnuil turnover, Important organizations: up

t0 €7 million or 1.4% of worldwide annual turnover)* and reputational damage—factors that insurers consider when underwriting cyber

policies.

The Artificial Intelligence Act (Al Act), expected to be enforced in 2025, while not a cybersecurity-specific regulation, affects SMEs

developing or using Al systems, particularly in high-risk sectors such as finance, healthcare, and critical infrastructure. It introduces
risk ts, and data governance. SMESs relying on Al-driven cybersecurity solutions or handling

sensitive Al-generated data must ensure compliance. Cyber insurance policies may increasingly consider Al-related risks, including

algorithmic failures or biases, as part of their coverage scope.

Final, the Cyber Resence Act (CRA. expected to be fuly adopted In 2025 introduces secury-by-design requirements for dighs!

. Cyber

e v reflect these new regulatory obligations.
si insurance
For SMEs, securing cyber insurance is not just about transfering risk—it's also about demonstratng resilience. Insurers mmasmgry
practices, i ol

institutions meet stricter,
operational resilience standards.

DORA marks a significant step towards
enhancing the  digital operational
resilience of the financial sector in the EU.
By establishing robust frameworks for
managing ICT risks and ensuring
compliance, DORA aims to create a more
secure  and  resilient financial
environment.

By Vasilis Kakariaris,
Karavias Underwriting Agency

The Consortium held its 2nd plenary meeting in Athens, Greece on
February 17th and 18th, 2025. All partners gathered to assess
progress and synchronize key project objectives. Discussions

Page 1

f the Work Pack

the upcoming steps in view of the upcoming midterm review.

with EU regulations can help SMES obtain better nsurance premiums and ensure that polices cover regulatory fines and reg.ﬂ costs. As
EU regulations evolve, SMEs must stay informed and proactively strengthen their cybersecurity posture. Cyber insurance, when aligned
with compliance efforts, can serve as 3 vital safety net against ever-growing cyber risks.
*NIS2Art. 34 Par 4,5
By George Alexandris,
Nodalpoint Systems.
Contact

Project Coordinator Zelus  Inquiries info@dep-ermis.eu

m -@ ECCCm

This project has received funding from the European Union's The project is supported by the Ministry of Digital Governance of
Horizon 2020 Research and Innovation program under grant Hellenic Republic and the National Cyber Security Authority and is
‘agreement No 101128013, aligned with the Hellenic Cyber Security Strategy.
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Figure 11. Newsletter Issue #3

@ The ERMIS project has actively shared updates through its ‘News’ section on the website, highlighting major
milestones and stakeholder engagement. These include details on its kick-off and two plenary meetings in
Athens and Nicosia, its first Info Day in Cyprus as well as a training workshop focused on the NIS2 Directive
that was organised for the partners. Additionally, press releases underscore institutional support from the
Greek Ministry of Digital Governance and the National Cybersecurity Authority, reinforcing ERMIS’s alignment
with national and EU cybersecurity priorities.

4.7. Workshops and Events

Workshops and events play a crucial role in the ERMIS project’s Dissemination and Communication strategy, providing
key stakeholders with opportunities to engage, exchange knowledge, and gain insights into the latest advancements
in cyber insurance, cybersecurity policies, and digital resilience. These activities support collaboration between
industry experts, policymakers, researchers, and SMEs, ensuring that the project’'s outcomes are effectively
communicated and widely adopted. So far, the following have been carried out:

The project officially launches with its kick-off meeting on 21st of November 2023 in Athens, Greece, organised by
Zelus. With the official start of thisinnovative initiative, project objectives, milestones, detailed planning for each work
package and key highlights of the meeting discussed included a detailed introduction to the project’s objectives,
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expected outcomes, and overall timeline, each work package discussion, examine and presenting with partners their
plans and timelines and the networking and collaboration, making an environment that will be crucial for the project’s
success.

On 18th of September 2024 the Director for Strategic Cybersecurity Planning at the National Cybersecurity Authority
of the Ministry of Digital Governance, Mr. loannis Alexakis, delivered an exclusive presentation on the NIS2 Directive to
project partners. This crucial briefing highlighted the upcoming changes in cybersecurity requlations, emphasising
the need for enhanced digital resilience.

The first Plenary Meeting took place in Nicosia, Cyprus on 26th and 27th September 2024 hosted by Insuretics. The
meeting was held in a hybrid format, bringing together project partners both in person and remotely. This highly
constructive session provided an opportunity to review all work packages, assess project progress, and strategically
plan the next steps. A key highlight was the participation of our Project Officer (PO), Alina Taralunga, who joined
remotely to provide valuable support and deliver an insightful presentation on the Digital Europe Programme
framework, further aligning ERMIS with the broader EU digital strategy.

The first Info Day took place in Nicosia, Cyprus on 13th of December 2024 hosted by Insuretics. It was a hybrid event
that brought together more than 25 stakeholders and cyber security and cyber insurance experts both on-site and
online to explore the exciting vision and goals of the project and attendees learned about the project’'s core mission,
its impact, and the roadmap ahead.

The second Plenary Meeting took place in Athens, Greece on 17th and 18th of February 2025 hosted by Karavias
Underwriting agency. It served as a forum to assess project developments; review completed deliverables and refine
upcoming dissemination strategies. Key discussions included requlatory updates such as the Digital Operational
Resilience Act (DORA), advancements in cyber insurance policies, and industry best practices for enhancing
cybersecurity frameworks. It also allowed partners to align key milestones and next steps in developing a robust
cybersecurity assurance and insurance marketplace.

The second plenary meeting was followed by a Workshop on Cyber Insurance and Cybersecurity on the 18th of February
2025. It specialised on critical topics related to cyber insurance, including risk assessment methodologies, SME
perspectives on cyber insurance adoption, and the latest trends in security solutions. The session featured expert
presentations and interactive discussions, fostering valuable insights among attendees.

ERMIS will continue to organise workshops and events to engage stakeholders, share research findings and promote
the adoption of cyber insurance solutions in the industry. By actively hosting and participating in these events, ERMIS
promotes dialogue and collaboration in the cyber insurance ecosystem, ensuring that its knowledge contributes to
policy development, industry standards and practical applications. Details of upcoming events will be announced via
the ERMIS website, social media channels and project newsletters.
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U MPETENCE CENTRE Meeting From / To 13" December, 14:00-15:00 (CY Time)

Info Day - 13th December 2024 Sl

Host Partner: Insuretics (INSU)
Meeting type (Location)

Location:

© ERMIS B

Cybersecurity market assurance and insurance-as-a-service

Time Topic

14:00-14:05 | welcome to ERMIS Info Day!

Ble |t

14:05-14:40 | Presentation of ERMIS Project by Dr. Emmanoul Vergis

14:40-15:00 | Q&A and Open Discussion

Digital Europe Programme (DIGITAL)
call:

ProjectNo: 101128013
Consortium: Type: U SME Support Actions
‘sphynx Hellas Single Member P.C. (SPH) Start date: 01 Nov. 2023
Insuretics Limited (INsU) Duration: 36 months

ZELUS IXE (ZELUS) ‘Website: https://dep-ermis.eu/

zEws
NodalPoint Systems Ltd (NDP)
Ministry of Digital Governance (MDP)

ERAIS - Cy oy market assurance and ervice

Figure 12.Agenda of the Workshop on Cyber Insurance and Cybersecurity
4.8. Journal Publications, Scientific Papers and Conferences

As part of its dissemination and scientific outreach strategy, ERMIS significantly emphasised contributing to the

broader cybersecurity research community through high-quality publications and active participation in scientific
events. The project's planned actions in this area include the following:

@® Publishing Peer-Reviewed Articles: ERMIS aims to publish findings, methodologies, and evaluation results
inreputable journals covering cybersecurity, resilience engineering, and critical infrastructure protection.
These publications would reflect both the theoretical foundations and practical outcomes of the project,
ensuring wide academic impact. At the time of writing this deliverable, ERMIS plans to submit a number of
articlesin(a)IEEE CRIRM'and (b) the Special Issue on Cyber Range, Incident Response, and Cyber Insurance
in Critical Infrastructure?

@® Conference and Workshop Participation: Members of the ERMIS team plan to present at leading national
and international conferences and workshops. Such engagements not only increase visibility but also foster
collaborations and knowledge exchange.

Thttps://www.ieee-csr.org/crirm/
Zhttps://link.springer.com/collections/dhcaiadihg
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@ Joint Scientific Contributions: The consortium encouraged joint publications among partners, bringing
together academic, industry, and policy perspectives. This multidisciplinary approach strengthens the
quality of the scientific output and aligns with ERMIS's goal of integrating technical and organisational
resilience strategies.

@® Open Access and Repository Uploads: To promote transparency and wider accessibility, ERMIS is
committed to making scientific outputs available in open-access repositories whenever possible, by Horizon
Europe guidelines and FAIR data principles.

Through these actions, ERMIS contributes meaningfully to the advancement of knowledge in the field of cyber
resilience while also demonstrating the practical applicability and societal relevance of its work.

4.9. Communication Material - Dissemination Communication Exploitation (DCE) table

The Dissemination, Communication, and Exploitation (DCE) activities are an integral part of a dedicated horizontal
Work Package (WP2), coordinated by Insuretics and overseen by the Dissemination, Communication, and Exploitation
Committee (DC), which includes experts from each project partner. Insuretics oversees communication and
dissemination efforts, ensuring that content and material is finalised and distributed effectively across various
channels. This includes publishing updates on the project's website and promoting key developments through social
media, in collaboration with designated partners.

32
30/04/2025



D2.2: Report on Dissemination / Communication Activities
Dissemination level: Public

DIGITAL-ECCC-2022-CYBER-03-UPTAKE-CYBERSOLUTIONS @ ERMIS

5. MONITORING AND EVALUATION OF COMMUNICATION AND
DISSEMINATION ACTIVITIES

5.1. Monitoring

The continuous monitoring and reporting of communication and dissemination activities in ERMIS project is intended
not only to measure the effectiveness of these activities, but also to increase their relevance and encourage partners
to be continuously involved and actively engaged in the project's objectives. To monitor dissemination and
communication activities, a spreadsheet has been created in the ERMIS Google drive, which is accessible to all
partners. This shared document provides a structured and transparent system for capturing all dissemination and
communication efforts. It includes a tracker file to record all project actions and all key performance indicators and
allows partners to report activities such as event participation, journal publications, social media engagement and
content creation. This form allows partners to easily submit individual dissemination activities, which are then
compiledinto the tracking system. Furthermore, the ERMIS consortium has organised weekly meetings to present and
update the partners on the progress share updates, encourage contributions and to ensure that all partners remain
informed and actively engaged in the project’s outreach goals.

An online form has been introduced to easily gather input on Dissemination and Communication activities which
facilitate the process and collectsinformationinacentral repository. The input will be collected in the ERMIS DCE form
by Insuretics and the summary is one of the main tools used to monitor the DCE activities and will be used to update
the platform (see Annex for details).

5.2. Reporting

CDEB Objective 1] Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators.

Measure 1.1: The consortium will set the ERMIS impact tracker to monitor the effectiveness of the communication
strategy implemented using the following dissemination instruments: Project website, social media, video material,
scientific communities and research networks.

KPI Target Value Achieved during M1-M18
Visits annually (average) >500 1816
Downloads (deliverables, results & materials) >100 until the end 55

of the project

Push announcements >10 until the end of N/A
the project

New followers in Twitter / LinkedIn >5 monthly 953

*There are 22 followers in Twitter and 73 in LinkedIn as of April 30, 2025
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Re-tweets >20 per year 81
Posts 230 per year 42
Project accounts in ResearchGate™*, LinkedIn 2 2
Target SMEs, the general public, cyber security and insurance Industry, academics and research
group: organisations

*The ResearchGate has been replaced by the equivalent platform Zenodo.

CDEB Objective 1| Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators

Measure 1.2: A regular (bi-monthly) e-newsletter will be sent to ensure that core information on project progress,
achievements and next steps are shared. The newsletter will seek to strengthen networking and loyalty of interested
stakeholders

KPI Target Value Achieved during M1-M18

e-Newsletters with technical activities by the end of the project >8 3

e-Newsletter receivers >1500 36

Target SMEs, the general public, cyber security and insurance Industry, academics and research
group: organisations

CDEB Objective 1] Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators.

Measure 1.3: A communications starter pack will be produced early on M2 (T2.1) for partners to ensure consistency
in developing a project brand. This will also include a preliminary list of external events at which partners are
representing the project.

KPI Target Value Achieved during M1-M18

Full guide about CDEB strategy, measures and planned actions >] 14
distributed to all project partners.

“ Deliverable 2.1published in M6
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Target Project Partners
group:

CDEB Objective 1| Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators.

Measure 1.4: A reqgular update of the communication, dissemination and exploitation plan with lessons learnt will
take place every year M12/M24/M36 (T2.1). This includes breakdown of target stakeholder groups, a timeline of key
EU/international related events, consultations and policy milestones over the lifetime of the project, with a clear
strategy for planned ways to engage with these.

KPI Target Value Achieved during M1-M18

Versions of the CDEB plan >3 2°

Target Project Partners
group:

CDEB Objective 1] Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators.

Measure 1.5: Early contact with key work groups (e.g. consortia from similarly themed projects, cyber security
initiatives, EC institutions, ENISA) will be incrementally made to discuss collaboration opportunities through
scoping ways to foster the project impacts.

KPI Target Value Achieved during M1-M18
Similarly themed projects and initiatives identified >10 B6°
Jointly organised workshops >b 2
Target Project Partners, research organisations

group:

5 Deliverable 2.1(M6) and Deliverable 2.2 (M18)
® SYNAPSE, SecAwarness Truss, NERO, CYSSDE, Cybersuite & Cyberunity
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CDEB Objective 1] Raise national and international awareness of the project and its objectives and the ways in which

ERMIS delivers value to end-users and European SMEs. Drive demand among SMEs, service providers, European
High Education Institutions, cybersecurity companies and industries, researchers and innovators.

Measure 1.6: The ERMIS partners will carefully select publication venues based on their scientific excellence and
impact privileging where possible open access publishing. Indicative journals and conferences and that will be
targeted include: Journal Cybersecurity (Springer), Journal of Cybersecurity (Oxford Academic), International
Journal of Critical Infrastructure Protection (Elsevier), Journal Computers & Security (Elsevier), Transactions on
Artificial Intelligence (IEEE), Journal of Machine Learning (Springer), Journal of Machine Learning Research
(Microtome), Journal on Data Quality (ACM), Journal of Surveillance, Security and Safety, International Security,
International Journal of Smart Security Technologies, Cyber and Space Security conference, etc.

KPI Target Value Achieved during M1-M18
Publications ininternational referred publications >6 N/A
Publicationsin international magazines >6 N/A
Conference/ scientific events/ industrial for presentations >10 N/A
Target Project Partners, research organisations

group:

CDEB Objective 2 | Establish mechanisms to not only transfer knowledge among the consortium partners and those

external to the project, but also to exchange crucial knowledge as part of a two-way process.

Measure 2.1: ERMIS aims to find mechanisms for better feed-in from the project to the EU priorities on digital skills
and especially in cybersecurity capabilities, skills and cyber security services uptake. This will be achieved through
initiating scoping activities with key working groups to open up discussion around some of the aspects(e.g., cyber
insurance, digital Hubs, cybersecurity certification) being funded by the European Commission in order to ensure
that a variety of voices are present. These discussions aim to provide priority recommendations for specific topics
such as: interoperability, sharing cyber exercises, certification schemes, homogenizing the curricula, development
of green, energy and cost-efficient services.

KPI Target Value Achieved during M1-M18

Downloads of high-quality electronic brochures with the technical >1000 24
approach and activities

New discussions in LinkedIn >50 N/A

Target SMEs, the general public, cyber security and insurance Industry, academics and research
group: organisations
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CDEB Objective 2 | Establish mechanisms to not only transfer knowledge among the consortium partners and those

external to the project, but also to exchange crucial knowledge as part of a two-way process.

Measure 2.2: A website with a dedicated private partner space will host key information produced by the project
from M2, including reports, 5-min videos created for You-Tube, infographics, webinar downloads, as well as
summaries of all activities and ways to get involved.
KPI Target Value Achieved during M1-M18
Downloads monthly on average >20 N/A
Video demonstrators of ERMIS >4 N/A
Views of 5-min videos in You-Tube by the end of the project >10 N/A
Target Industry actors, research and academic community and the general public.
group:

CDEB Objective 2 | Establish mechanisms to not only transfer knowledge among the consortium partners and those

external to the project, but also to exchange crucial knowledge as part of a two-way process.

Measure 2.3: A series of in person-events will be organised including: three (3) open INFO days (M12, M21, M33), a
technology showcase event in M27, workshops, virtual participation tools, e.qg. live streaming, and a pan-European
(final event) conference in M36 to present results of the project.
KPI Target Value Achieved during M1-M18
Events (up to 25 participants) >5 1
Events(25-100 participants) organised by the end of the project >3 2
% of Participants in each event attracted and registered as contacts >40% N/A
Target Industry, research and academic community, ICT and domain experts
group:
37
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CDEB Objective 2 | Establish mechanisms to not only transfer knowledge among the consortium partners and those

external to the project, but also to exchange crucial knowledge as part of a two-way process.

Measure 2.4: Public consultation and policy events involving policy makers and relevant working groups (identified
through e.qg. policy fellowship schemes) will be closely monitored and results will be presented in open national and
international networking events in order to boost reciprocal relationships between students, academics, sectoral
specialists, researchers, industry and policy makers (e.g. Ministries of Education) focusing on crucial advance
trainings of digital skills. The aim is to let them know the progress accomplished in ERMIS and influence them to
capitalise on the project results and on the demonstrator outcomes and best practices identified.

KPI Target Value Achieved during M1-M18
Hard copies distributed in =5 events >150 N/A
Engagement of policy making bodies >7 27
Target Policy makers Industry, research and academic community

group:

CDEB Objective 3 | Work to deliver and monitor project impacts as related to exploitation of outputs.

Measure 3.1: Presentation of the results to engage different stakeholders for exploitation of the outputs through
project visits to education and industrial open days and networking events, organisation of workshops, participation
to selected EU Annual Meetings, conferences and exhibitions (e.g., International Cyber Expo, Undersea Defense
Technology event, Border Security Expo, Eurosatory). Engagement will be particularly strengthened by suggestions
coming from the ERMIS partners, especially the pilot partners, as well as the technical partners after analysing the
relevance of their contact network members to the project and ad-hoc identification processes.

KPI Target Value Achieved during M1-M18
Participation in small and large-scale events by the end of the >10 18
project
Events organised with 2100 attendees >2 18
Participants engaged for further exploitation >20% 20%"

7Enisa and DSA Cyprus
8 UPTAKE event
°|EEE

®We had meetings with other projects for further exploitation from UPTAKE event with 2 projects (CYSSDE & NERO)
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Target Enterprisesin security assurance, certification and cyber insurance domains as well as

group: ICT specialist and security systems providers

CDEB Objective 3 | Work to deliver and monitor project impacts as related to exploitation of outputs.

Measure 3.2: Internal Consortium monthly emails will be sent to inform about project progress, upcoming events,
round-table discussions and dissemination and exploitation opportunities.

KPI Target Value Achieved during M1-M18

Emails with rich information on project progress and DE events & >15 18
opportunities

Target Project partners
group:

CDEB Objective 3| Work to deliver and monitor project impacts as related to exploitation of outputs.

Measure 3.3:Quarterly reports will be compiled to monitor the results and update the CDEB plan. These will include
a set of KPIs that will be regularly updated in order to quantitatively monitor the expected impact of the proposed
measures. These KPIs will be also leveraged to evaluate marketing effectiveness, validate market potential and key
insights.

KPI Target Value Achieved during M1-M18

Reports published with CDEB KPIs that are continuously updated. 6 3

Target Project partners
group:

CDEB Objective 4 | Accelerate business growth through direct and indirect integration of the project’s benefits.

Measure 4.1:Training and awareness workshops relevant to the project’s pilot results and achievements will be
organised internally in each partner organisation to build staff capacity. Training Need Assessment will be
conducted and capacity development will be assessed at the end of the workshop.

KPI Target Value Achieved during M1-M18
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Internal (partners)trainees for becoming familiar with the ERMIS >20 N/A
training tools and program

Target Project partners
group:

CDEB Objective & | Accelerate business growth through direct and indirect integration of the project’s benefits.

Measure 4.2:Partners (especially SMEs) will seek to join forces with other businesses in order to promote the new
hands-on training programme to existing customers or launch them in new sectors or geographical areas. This will
be achieved through participation in international networking events (e.g., International Cyber Expo, Undersea
Defense Technology event, Border Security Expo, Eurosatory etc.), as well as through marketing channels (email
marketing, social media, business websites).

KPI Target Value Achieved during M1-M18
Partnership formed with key business in the field by the end of the >10 N/A
project
Target Project partners, partners’ existing clientele
group:
Impact KPIs

Outcome / Impact | Support the adoption of market-ready innovative cybersecurity solutions, including solutions

developed in the framework of EU-supported research and innovation projects.

iKPI Target Achieved
Value during M1-M18
iKPI-1: Number of EU Funded projects outcomes exploited by the end of the project >15 4
iKPI-5: Number of awareness workshops with end users >5 1
Target Cyber security Providers, Cyber insurers and SMEs
group:
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Outcome / Impact| Provide and deploy up to date tools and services to organisations (in particular SMEs)to prepare,

protect and respond to cybersecurity threats.

iKPI Target Achieved
Value during M1-M18
iKPI-6: Provide cyber insurance policies to SMEs for piloting purposes after the >10 N/A
completion of the project at least for one year. European
SMEs
iKPI-7: Number of market-ready tools available in the Marketplace >15 N/A
iKPI-9: Number of engaging activities for opening the EU Cybersecurity Certification >b N/A
Ecosystem to SMEs
Target SMEs, Organisations
group:

Outcome / Impact | Improve the security of open-source solutions.

iKPI Target Achieved
Value during M1-M18
iKPI-10: Number of open-source communities engaged within ERMIS. >5 2"
iKPI-12: Number of workshops/webinars organised for encouraging community >b 1
participation.
iKPI-13: Number of security related contributions to open-source communities. >5 N/A
Target Open-source cyber security solutions Providers
group:

"Open Source Observatory and Repository (O0SOR) and Free and Open Source Software Auditing (FOSSA)
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6. CONCLUSION

The ERMIS project has made substantial progress in implementing a dynamic and multi-pronged communication and
dissemination strategy. Through coordinated efforts across the consortium, ERMIS has succeeded in raising
awareness, engaging key stakeholders, and fostering dialogue within the cybersecurity and cyber insurance
communities.

The strategic use of digital platforms, professional branding, and targeted events has ensured broad outreach and
active participation from both primary and secondary stakeholder groups. The incorporation of feedback mechanisms
and performance monitoring has allowed the consortium to refine its approach continuously, ensuring relevance and
responsiveness to the evolving landscape.

Looking ahead, ERMIS will build upon this solid foundation by intensifying dissemination efforts, deepening
stakeholder relationships, and advancing sustainability planning. The activities carried out and the insights gained
during this reporting period provide a strong basis for achieving the project's long-term goals: promoting
cybersecurity assurance, supporting the uptake of cyber insurance, and contributing to a more resilient European
digital economy.
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7. ANNEX1

The following section displays the online form that is used to gather content for the social media and the website.

30/04/2025

© ERMIS

ERMIS DCE form

gborlasingh@gmail.com Switch account @

The name, email, and photo associated with your Google account will be recorded when you
upload files and submit this form

* Indicates required question

Email *

E] Record gborlasingh@gmail.com as the email to be included with my response

Author *

Choose -

Type of activity *

O E , meeting, internet debate, round table, group
discussion, etc.)

() Publication or Article

() Exhibition

O Interview

O Newsletter

(O Press release

O Print Materials(brochure, leaflet, posters, stickers, banners, etc.)
() Social media

O TV/Radio campaign

O Other:

Objectives description *

Your answer
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Target audience *

Indusrty,Business Partners
Innovators

EU Institutions

National Authorities

Regional Authorities

Local Authorities

Civil society

Citizens

Research communities
Specific end user communities
International organisation(UN body, OECD, etc.)

Investors

O0oDoODo0oDpDoOooooocooo

Other

Status of the dissemination/communication activity *

Choose

n
Cancelled

Clear form
Delivered
Nevi ) egle Forms,

Ongoing

Inor endorsed by Google. Report Abuse - Terms of Service - Privacy Policy
Postponed

Google Forms

30/04/2025
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& ERMIS

ERMIS DCE form

gborlasingh@gmail.com Switch account &

The name, email, and photo associated with your Google account will be recorded when you
upload files and submit this form

Website link
Provide us with the link to the full version the article or publication, if available

Your answer

Back Next Clear form

Never submit passwaords through Google Forms.

This content is neither created nor endorsed by Google. Report Abuse - Terms of Service - Privacy Policy

© ERMIS

ERMIS DCE form

gborlasingh@gmail.com Switch account &

The name, email, and photo associated with your Google account will be recorded when you
upload files and submit this form

Images
Remember: an image always grabs the readers' attention! If you have related images to

accompany your text, add them here.
Note: Upload up to 10 images, not bigger than 100 MB, each,

& Add file
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Preferred posting date

Applies in the case of an event, if we need to post it in advance before the event occurs. In
that case, don't forget to include the registration link in the “Related link’ fieid, above,
Please note that we try to schedule the posts days (sometimes weeks) in advance, so we
may not be able to satisfy the exact date requested here.

Make sure the date is in the future!

MM DD YYYY

Other notes

Your answer
Back Next Clear form

Never submit passwords through Google Forms.

This content Is neither created nor endorsed by Google. Report Abuse - Terms of Servica - Privacy Policy

Google Forms

9 ERMIS

ERMIS DCE form

gborlasingh@gmail.com Switch account &

The name, email, and photo associated with your Google account will be recorded when you
upload files and submit this form

Thank you!
We will look into your request and post it soon!

A copy of your responses will be emailed to gborlasingh@gmail.com.

Back m Clear form

- Never submit passwords through Google Forms.

This content is neither created nor endorsed by Google. Report Abuse - Terms of Service - Privacy Policy

30/04/2025
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8. ANNEX 2

The following section displays the presentation of ERMIS on December the 13" 2014.

ERMIS Vision ¢ © ERMIS

Goals:
* Provide innovative
cybersecurity insurance

Target: Delivery of cyber Evidence- [y services
security assurance and et e

insurance as-a-service « Support the adoption of

market-ready innovative
cybersecurity solutions,

o

Means: Integration of & 8

mechanisms, services, (e, @ ERMIS Erat of

gnd too{s into an ooty >y ’ * Provide and deploy up to

innovative marketplace date tools and services
to organisations

« Improve the security of
open-source solutions.

ERMIS

n - | b

ERMIS Objectives (1) @ ERMIS

Obj. 1 - Design, implement and deliver a TRL-7 and highly usable cybersecurity, certification and
cyber insurance g marketplace

Targeted end users: EU organisations, including SMEs, and public organisations, and cyber insurance
agencies and relevant providers

Aim: Fostering the adoption and uptake of market-ready innovative cybersecurity solutions

+ Provide a validated set of cybersecurity functional primitives as a service, to address security and
privacy requirements of their composite cyber systems.

+ Exploit and marketize the research outcomes and solutions developed in the framework of EU
supported or funded projects

+ Provide tailor-made services for cyber insurers, supporting the automated creation, pricing,
continuous monitoring, and adaptation of cyber insurance policies for cyber systems.

+ Increase the level of cybersecurity situation awareness and preparedness of SMEs

» Deliver an orchestrated ML-assisted environment

ERMIS Objectives (2) @ ERMIS

Obj. 2 - Deliver market-ready tools for increasing the resilience and preparedness of SMEs
against cyber threats

« Define and validate evidence-based risk, threat and vulnerability analysis ML-based models

« Enhance cyber-incident response among different digital infrastructures and cyber systems.

« Develop security audit and testing tools for discovering security flaws and improving the security of
open-source solutions.

Obj. 3 - Deliver market-ready tools, processes and models for the agile and verifiable

certification of cyber systems, ensuring the conformity 1t and validation

« Promote the scalable, agile and verifiable certification of cyber systems, towards ensuring and
fostering the protection and resilience of SMEs products and services

« Optimize, automate and facilitate the conformity assessment of cyber systems ensuring compliance

and mitigating potential compliance breaches.

2520 mmiEsssn = 7
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ERMIS Objectives (3) @ ERMIS

Obj. 4 - Deliver an innovative framework supporting the creation and management of cyber

insurance policies and offering a sound liability basis for establishing trust in cyber systems and

services

« Develop ML-based models for more accurate definition and specification of cyber insurance policies.

+ Establish a process centric framework for automating the creation and management of cyber
insurance policies for cyber systems.

« Establish conditions for improving cyber insurance practices and the trustworthiness of cyber systems
and commercialising the use of the ERMIS platform and cyber insurance framework.

Obj. 5 - Validate the ERMIS offerings in real world environments and business cases for

improving cybersecurity assurance capabilities in the EU and enhancing cyber insurance

management

« Establish the evaluation process taking into account technical, usable, and techno-economic
perspectives.

+ Prove the applicability, usability, effectiveness and value of the ERMIS concepts, tools and services
in the real-life business environment of European organisations and SMEs.

ERMIS Objectives @ ERMIS

Obj. 6 —Raise awareness on the innovative ERMIS results to business, research, academic, and
open-source communities in the EU and empower their skills in addressing ongoing
cybersecurity challenges.

« Present the project progress, technologies and results to targeted stakeholders, ensuring wide
awareness of main ERMIS marketplace users.

* Analyse the market for the ERMIS cybersecurity management framework, tools, services and

solution, focusing on demand-driven exploitation scenarios.

Deliver cyber ranges and training resources tailored to the needs of the cybersecurity and insurance

experts.

- - Desed 13faaizoue

ERMIS Architecture (1) @ ERMIS

BTN .. o)

H3 - User Interfaces

Intuitive visualisations and dashboards for
=TT R
Risk awareness-enriched cyber
insurance management (C3):
Service capabilities for the management of

cyber insurance policies and related
contracts.

Risk-aware security certification (C2):
The dynamic certification process in ERMIS
Static and dynamic security testing

Date: 13/12/2024 https://de mis.eu
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ERMIS Architecture (1)

@ ERMIS

H2 - Operational Space Analytics

Date: 13/12/2024

https://dep-ermis.eu

Evidence-based security assurance and
insurance risk assessment (C1):

Set of services that supports the implementation of
the ERMIS cyber risk assessment process (attack
specs, cyber assets and their models, vulnerabilities
assessment etc)

Marketplace Governance services (H1):
Support the secure and reliable operation of the
ERMIS marketplace.

Operational space analytics (H2):

Set of ML-based models and components that
facilitate the collection and analysis of logs from the
organisational cyber systems

@ ERMIS

Zelus

“ - Dot o

A
B &
Insuretics

WP1
Project Management
WP3
The cybersecurity assurance
& insurance Marketplace
WP4

Certification, risk, and cyber
insurance framework

30/04/2025
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ERMIS Expected Outcomes (1) @ ERMIS

Target Group Ex| Benefits

Automated or semi- automated security certification and risk

m’ '")'u“““ Companies assessment. Reduce the information asymmetry between
ary| insurers and client
SMES (primary) Availability of tools, services and processes for cyber security

assurance, certification and cyber insurance

Security services/tools Providers |Agile certification scheme; Optimize security Challenges; certify

(primary) tools/models/processes
Industry Associations Regulation compliance; broad access to useful insights and tools
Scientific Community Validated methods, tools, models and reference architecture

- - P i i -

ERMIS Expected Outcomes (2) @ ERMIS

Target Group Expected Benefits
Open-source communities Validation of security assurance of open-source components

Certification models that incorporate risk management and cyber

GChicHiVEss a8 pentuo e insurance of cyber systems

Better insights on policy deficiencies and gaps; availability of

Rolicy/MaKers (brimary) conformity- related information

Consumer Associations & General
Public

-- puie 0 e v

ERMIS Marketplace CS Insurance Services @ ERMIS

Secured and certified services, tools and processes

ERMIS Static CS insurance policies 'ERMIS CS Dynamic insurance policies
Static digital infrastructure image of Dynamic monitoring of policy terms and
organisations declared to Insurance digital infrastructure
Providers
ERMIS marketplace role:
ERMIS marketplace role: * Broker of Insurance policies.
ici * Risk Management advice on quantifyin:
* Broker of Insurance policies cyber risks,gunderstandin claqlms fY g
* Risk Management assessment on activity, and staying ahead of evolving
quantifying cyber risks, understanding threats.
C|a':"$ aClrllVltY and staying ahead of * User analytics and general CS advice.
evoivingthreats. * Provide CS assurance tools and ISNEAK PEEK
® User analytics and CS hardening services.
recommendations. ¢ Continuous monitoring of policy terms.
* Agents assurance in terms of a claim.
Challenged liability for the terms of the Increased liability and overall risk reduction
contract in case of a claim. (premium and fine).

30/04/2025
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ERMIS Marketplace CS Assurance Services @ ERMIS

'ERMIS Build-in Assurance tools

ERMIS Advanced certification

Infrastructure monitoring services (logs and | | processes

events) and detect

* anomalies, . . . X

o UEVIElGHS Real-time tracking of compliance with
» policies and controls targeting to:

* Streamlined compliance audits

* and potential risks within the system

Vulnerability and Penetration testing

assessment services. * Increased trustworthiness and
A Marketplace for other Assurance tools (r:ics)kmpetltlve edge /further reduced
and services such as:

* Penetration testing tools * Transparency and accountability
* Password auditing and packet sniffers
* Network defense

* Encryption

* Cyber Ranges

n - Bl /o

@ ERMIS

Contact Us

Don’t miss out on our news:
https://dep-ermis.eu
or through email:
inffo@dep-ermis.eu

“ - Date: 13/12/2024 http://dep-ermis.eu/ usotFiERM\s m DEP-Ermis
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